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1. Installation

BabelApp is enterprise software for encrypted mobile communication. This user guide contains information on
how to install, set-up and use the BabelApp app on your Android device.

1.1. HOW TO INSTALL BABELAPP

x = +szm438 | BabelApp for Android is a free app available in Google Play.

< % i | To find and install BabelApp app for Android:
8 BabelApp + On your Android device, open Google Play store
ofeystem « Tap the Search icon
45% Ttis+ 3] * Enter BabelApp in the search field

97 recenzi Stazeni PEGI3 ®

» Select BabelApp in the search results to go to the app page

» Follow the standard installation procedure

Note: If you have any QR code reading software already installed on your

‘,'T' cm =
@ Android device, you can easily download the BabelApp app for Android
== : o by scanning the QR code below.
PEE=Q
Y -
O této aplikaci >

Platforma pro bezpecnou komunikaci.

Komunikace

1.2. SAFETY PRECAUTIONS

BabelApp uses the best available cryptographic technologies. For maintaining high level of security of your en-
crypted messages (even if the mobile phone falls into the wrong hands - lost, stolen, left unattended) you should
adhere to the following principles:

 Use the latest Android version (v4.0 and above)

* Avoid using rooted Android devices

» Enable the auto-lock and the passcode lock

» Use a strong Passworp for BabelApp and for your Android passcode (Screen Lock)

2|



2. Getting Started

2.1. FIRST RUN

On the first run, BabelApp will prompt you to set up your PASSWORD to access the app. You can skip this process
if you want to set up the Passworp later, by leaving both fields empty, tapping the Next button and confirming
you are aware of the consequences of not having set up the Passworp. We strongly recommend that you set up
your Passworp for BabelApp as soon as possible — it is important for protecting all of your private data stored in
the BabelApp app. You can always activate the Passworp from the app settings — see chapters 4.1 Lock Screen and
4.1.1 Password settings. Messages are always sent encrypted, regardless of you setting the PassworD or not.

W .4 1 07:00

Application password 1/3 € Login to account 2/3 (©)

used to encrypt your data

Password Your Babelnet address m

To create a private account click here

Confirm password

First run — Splash Screen Login with QR Code

.........................

at the moment, you can login to that account using your full BabelApp address or scan the QR code right away or
you can tap on click here to skip this step and create a new free BabelApp registration. You can always register
to a company server later.

username. This username will also be used as a display name for other users to see while communicating via the
BabelApp server. The username must be at least six characters long and cannot contain special characters. After
typing in your username and tapping on Register , the app will check if your selected username is still available. If
so, your account on the BabelApp server will be created.

In case you have registered by scanning a QR code and you also want to connect to BabelApp server, you can either

s

BabelApp connection wizard will open.



Getting Started

L. 0] W 4248

& Create Babelnet account @

private account registration

Choose your username

[J 1agree to the Terms and Conditions.

NOT NOW REGISTER

Connect to Babelnet

2.2. SIGNING IN TO YOUR BABELAPP SERVER

Depending on the BabelApp server configuration, you can either sign in with your company domain directory cre-
dentials, one-time password (OTP) or with an active device. You will find examples of these methods below, includ-

ing signing in with a QR code.

You can sign in to multiple BabelApp servers simultaneously.

2.2.1. Manual Sign-in with directory credentials

.4 B 07:00
€ Login to account 1/2 (@)

Server settings

¥ .4 1 07:00
€ Login to account 2/2 (©)

password to a company account

white.alice#company. com|

You can display more information by clicking the question mark.

Change login type LOGIN

Enter credentials screen

|

Fillin the full BabelApp address and then tap
NEXT button. Lastly you will be prompted to
signin using your directory credentials. When
done, tap Login and you will be ready to go.



Getting Started

2.2.2. Signing in using an active device

appears.

Fill in the full BabelApp address and then tap NEXT button. Lastly you will be prompted to sign in using code
generated on another device (see chapter buhvijakycislo for generating auth ). When done, tap Login and you
will be ready to go.

2.2.3. Signing in using OTP and QR code

In this case, you will receive a PDF registration document containing your OTP credentials from your BabelApp
administrator. On the screenshot you can see what this PDF document looks like.

Steps to sign in with OTP using the QR code:

* You can use the BabelApp built-in QR code reader to sign-in to your BabelApp server. You can access this

will see the Scan QR code option (highlighted on screenshot Step 1 below).

» Now open the PDF registration document that you've received from your company server administrator and
scan the QR code by positioning it in front of your camera (you do not need to capture an image). Alterna-
tively you can fill in the full BabelApp address and OTP manually using the information shown in your PDF
registration document

¥ .4 1 07:00

€ Login to account 1/2 @ M
BabelApp
m Registration
Congratulations,
now you have an account created on the company server.

nnnnnn

Babel name:

Phone:
device without phone nurmber

ore

2Qm2nQ2CrY 2rXXERUFQ42nM2KQABKKD

TP oxpiry:
never

Step 1 Step 2 — PDF registration document

2.3. SIGNING IN ON ANOTHER DEVICE - KEY TRANSFER

If you already have one or more devices connected to a server and you want to add a new device to your contact
you will be presented with an automatic key transfer option.

2.3.1. Initiating the key transfer

After the former last step of registration you are presented with two options - either you can overwrite your current
key which means disconnecting and invalidating all of your current devices (if you want to use them again, you will
have to completely reinstall BabelApp) or pairing the new device with your currently registered ones.

s |



Getting Started

Toinitiate the key transfer process click on the 1 understand, | wish to continue button. Ascreen with your passkey
for the transfer is shown. If the screen is not shown and the button changes to Retry, it means that the server
could not contact any of your other devices capable of transferring the key. Make sure at least one of your other
devices is connected and unlocked with BabelApp running on the foreground.

¥ .4 1 07:00

€ Pair devices & Pairing @

when you already have an account

(@ Pair the device with the current account _I 1 O 7 2

Insert generated PIN code into your second device.

| UNDERSTAND, | WISH TO CONTINUE

Initiating the key transfer Passkey to enter

2.3.2. Confirming the key transfer

When you have initiated the key transfer from your new device and your already connected android device received
a key transfer request, it will display the key transfer confirm screen.

You need to transcribe the numbers from the new device into the cells on the already registered device. Confirm
your input by pressing the Pair devices button.

If there are no errors, the key transfer is completed; your new device is registered and signed in to the server under
your contact.

¥ .4 1 07:00 ¥ .4 1 07:00

Adding a new device Adding a new device
PETR PETR

B 11072

You add PETR to your account by inserting the PIN code. You add PETR to your account by inserting the PIN code.

CANCEL PAIR DEVICES CANCEL PAIR DEVICES

Key transfer confirm screen Entered passkey

6|



3. Using BabelApp

When executing in the background, BabelApp utilizes silent push notifications to receive pending messages.

3.1. APP SECURITY

There are two ways to keep your conversations safe. It is advised to keep both options switched on and use strong
passwords.

3.1.1. Password lock

Every time the app is launched it prompts for the Passworb. To send messages or to decrypt and read received mes-
sages you must unlock BabelApp with your PAssworp. You can setup or change your PASSWORD in the app settings.

BabelApp
BabelApp
.............
1 2 3
Ents
4 5 6
UNLOCK

7 8 9

0 v

3.1.2. PIN lock

You can set PIN number to be able to quickly lock and unlock the app. The PIN is a weaker security measure than
the Passworbp, but safety is ensured because after 3 failed PIN attempts the app will lock itself and will require the
Passworp. The advantage of the PIN lock is that enables you to use strong (long) PAssworbp to protect your data
and still be able to quickly access BabelApp app with a shorter and more comfortable PIN code.

You can activate the PIN lock from the lock notification manually or the auto-lock feature can be enabled in the
app settings (more on that in chapter 4.1.2 Auto lock). You can setup or change your PIN in the app settings.

Note: After 3 wrong PIN entries the PIN setting is switched to OFF and after unlocking the app with the
PASsSwWORD you have to set up the PIN code again.

7



3.2. HOME SCREEN WORKSPACE

BabelApp is friendly and easy to use. App navigation is based on context dependent action bar buttons.

AZITZA A tab baris located at the bottom of the screen, allowing you to switch between the
Conversations list, Contact list, Profile and Settings.

g ;‘, Jo:nfl:lasrco,vPegg);, Robert Taylor

D lamemonnemsmnesecomnsss e | Above the action bar, you can see the list of conversations you have already started

3 Py /, Robert Taylor N . . ) :

'S ‘f;"g"y"is‘i’e”" fy g inthe morning (empty on the first run). Each entry includes the name and photo (if available) of
will send it to you first thing in the mornin

& e ) the contact, date and time of the last message and a preview of the beginning of

M You'll need the code to the building. It's 753952.

9 I the message.
 no subject

: Go forit.

a Text message).

The magnifying glassicon, in the upperright corner, is for searchingin conversations.

You can filter the conversations based on the recipients. Tap on the icon and a search

bar will appear at the top of the screen. Enter the whole or some part of the name

of the contact you want to see conversations with. All conversations in which the
0 contact is now or has participated in the past will be displayed.

D . =
m 2 Note: The searched for contacts need not have sent any messages into the

conversation, it's enough that they were a recipient of the conversations’
messages at any time.

To access the Contact list, tap on the Contacts button in your Home screen action 48020

..................................

Alice White
white.alice#company.com

Contacts are sorted alphabetically and are displayed either in black or in red. If a
contactisredit means there is something wrong with it. Tap on the contact for more
details. Errors and warnings are listed and described on babelnet.com/en/support

John Smith
smith.john#company.com

Peggy Carlisle
------------------ carlisle.peggy#company.com
Peter Dvorak
dvorak.peter#company.com

(highlighted on the second picture). You will be presented with one option (adding
options screenshot) - finding contacts online.

Robert Taylor
taylor.robert#company.com

0w b ¥ O

The find contacts online option allows you to search all BabelApp servers you are
registered to at the same time. People you find and add to your address book will
appear in the application’s contact list and you can send them messages.


http://babelnet.com/en/support

front of your camera (you do not need to capture an image); the contact will be added to you address book.

4000

s Alice White

white.alice#company.com

John Smith
smith.john#company.com

Peggy Carlisle
carlisle.peggy#company.com

) Gide {*?D .‘

Peter Dvorak
dvorak peter# company.com

3
R 9 Robert Taylor

§ , tavlorrobertitcompany.com

o

ScanQRcode | (&
Add SMS contact from address book | [Z]
5

Note: When adding people from BabelApp, you need to enter their whole username. Only a perfect match
will allow you to find and add the contact.

3.4. CONTACT DETAILS

By tapping on any contact in your contact list you can display that contact’s details screen.

¥ .4 A 07:00

¥ .4 1 07:00
< Peggy Carlisle

s Alice White

white.alice#company.com

John Smith
smith.john#company.com

Peggy
carlisle.peggy#company.com

Gide @?ﬂ) .‘

Peter Dvorak
dvorak.peter#company.com

P

Peggy| v Robert Taylor
: | ¢ taviorrobert#company.com
carlisle.peggy#tcompany.com = g

D i)

Babelnet Call

On this screen there are shortcut buttons for creating a new conversation with the selected contact and blocking
the contact. You can also display details about contact’s key and add or remove the contact from your favourites.
Favourite contacts are displayed before any other contacts when you're adding new recipients to a conversation.

o |



You can also locally rename (change the display name of) any contact. To do that, tap on the pencil icon next to the
contact’s name. You can then edit it and save your changes by tapping the tick icon on the right. To quickly delete
the whole name tap the cross icon on the left.

Renamed contacts are shown under the new name in your contact list as well as in all conversations. Changed
names are also synchronized to all your other devices so renaming a contact on one device results in the name
change of that contact on all your devices.

3.5. MY PROFILE

------------------------------

On this screen, you can see your own profile on each BabelApp server you are registered to.

<« Shaun S.
COMPANY.COM o

+2 Add to contacts @ Block

AA )

-

D
i
|

John Smith /

smith john#company.com =

1 Share my card

[0 Show my devices

e Shaun S:: Hi there, its me, Shaun!
™

3.6. BEING ADDED BY OTHER CONTACTS

If you are not the one initiating the conversation and you don’t have the sender in your address book, after opening

By tapping on Add to contacts you add the contact to you address book and you can communicate freely from
that point on. By tapping on Block you will add the contact to the list of your blocked contacts. That means the

You can also postpone the decision and communicate with the sender in the conversation. It presents some limita-
tions though.

* You can’t create new conversation with the sender
* You can't create a conversation with the sender and include your other contacts
* You can't be part of any multiple recipient conversation the sender would like to create

The add-or-block message will remain in place until you either add the contact to your address book or block them.

)



3.7. MESSAGES

BabelApp enables you to send encrypted text messages to any recipient in your contact list.

3.7.

1. Sending a message

---------------------------------------------

Scroll down to find the name of the contact you wish to communicate with
Tap on the contact’'s name
Repeat steps 2 and 3 for each contact you want to have in the conversation

Select “Create new conversation”, if you want to start a new one. Alterna-
tively, you can select from a list of existing conversations that your selected
recipients are a part of

board appears

Type in your message using the keyboard

.............

'A Ml 07:00
< New conversation N
To:
Existing conversations:
; Peggy, Robert Taylor <
% @ Contract draft
@ | will send it to you first thing in the morning
g Peggy
(2 Building passcode
™ Youll need the code to the building. Its 753952
John Marco
5 % no subject
% Goforit

has been sent to the server, but not yet delivered to the recipient(s). If thereis a tick icon and send time (e.g. 10:25)
is displayed, then the message has been delivered to the recipient’s device(s). If there is a double tick icon next to
the time, it means that the recipient(s) have already read your message.

3.7.3. Setting up message parameters

You can set three options for each individual message:

« Messages automatically expire after a configurable period of time, e.g. 1
day. After this period, if the message still has not been delivered it will

status if this happens and you can send the message again)

* You can override the default expiration period by tapping on the three
dotsin the upper right corner and selecting Message expiration. A dialog
box with a list of values appears, select one and tap OK

message is deleted from the recipient’s device. The timer begins counting
when the recipient reads the message. To set the autodelete timer, click on
the clock icon in the lower right corner of the screen. A dialog box with a list
of values appears, select one and tap OK

m

'A Ml 07:00
& New conversation N
To:
Existing conversations:
; Peggy, Robert Taylor <
% €y & Contract draft
@ | will send it to you first thing in the morning
g Peggy
(2 Building passcode
™ Youlll need the code to the building. It's 753952
John Marco
5 % no subject
% Goforit



3.8. SENDING AN ATTACHMENT

Message attachments are optional but they are an important feature of BabelApp.

Your BabelApp app, server and intended recipient must all support attachments to

allow sending and receiving attachments. All attachments are sent and stored in the same encrypted form as
messages.

To send an attachment using BabelApp:

* Apply steps 1-5 of the 3.7.1 Sending a New Message procedure

You can:

» Take and attach new photo. To do this, tap the Take photo button. When the phone’s camera opens, take a

to accompany the attachment.

» To select an existing file from your Android device, tap on the Add File button. When the menu opens, scroll
down to choose the desired file / gallery / etc. manager. Tap on the file to select it. The selected file is added

accompany the attachment.

* You can record a voice message through BabelApp. Select the Record message option, then tap on the
microphone icon to start recording. Tap it again after you have recorded your message to stop recording.
You can then tap the Play button to replay your recorded message. If you're happy with the recording, tap
the tick icon in the upper right corner to attach the recording to the data message.

< Record voice < Record voice < Record voice v
00:36 00:40

All attached files are displayed at the bottom of the message screen.

If the message is not sent right away, it is (including all its attachments) saved as a draft.

)



Using BabelApp

3.9. MESSAGE DRAFT

If you compose a message and don’t send it right away, it is saved in the form of a draft.

Drafts are displayed in the Home screen in the same way as conversations, but they are labelled ‘Draft’. You can
have multiple drafts for one conversation. If you tap on a draft belonging to a conversation, BabelApp switches

fields. You can then edit the draft and send it or save it again for later use.

3.10. DELETING AN INDIVIDUAL MESSAGE

You can easily delete messages from any conversation.

the particular message that you want to delete and then tap on the Trash can button.

3.11. DELETING A CONVERSATION

To delete a Conversation/ Message thread go to the Home screen and hold your finger on the conversation that
you want to delete and then tap on the Trash can button - as shown on the screenshot below.

¥ .4 1 07:00
< Robert Taylor [ ]
Q % John Marco, Peggy, Robert Taylor g % John Marco, Peggy, Robert Taylor
o~ Draft: Surprise party ‘@~ Draft: Surprise party
W Letme know how the preparations are coming along. Tha @ Letmeknow how the preparations are coming along. Tha.
3 Peggy, Robert Taylor “ ; Peggy, Robert Taylor v
@) Contract draft % @ Contract draft
@ | will send it to you first thing in the morning @ | will send it to you first thing in the morning
4 Peggy 7 Peggy
\ & Building passcode 4  Building passcode
8 Youllneed the code to the building. Its 753952 8 Youll need the code to the building. Its 753952
John Marco 7 Robert Taylor
 no subject .. ¥ no subject
Go for it S, | agree.
John Marco
 no subject
& coforit
@ L 8] 27 [ . ] @ =

Message Screen Workspace

Deleting a Conversation



3.12. ATTACHMENTS

I T T2

For easier way to manage your attachments you can use the Attachment viewer. To | soubyoue Detalled view
access the Attachment viewertap on the Attachments buttoninyour Homescreen = seperverzons

action bar or swipe to the right from your Home screen. w"
Attachments are sorted descending by date by default. Tap on the Sort by date = W w2070z iizspop
button to change the default sort order. -

WP_20170311_16_20_25_Pro.jpg

<! 2.19 MB
You can choose between 3 kinds of view by clic on the view icon on the upper right .
OKsystem-logo.png
corner. .yS 52612

« Grid view — you will see a bigest thumbnails of the attachments

« Detailed view — you will see thubnail of the attachment, filename, size, date
and time when you recieve/sent the attachment

* List view — you will see smallest thumbnail and filename of the attachment
on the attachment and selecting from the drop down menu. B

need to contact your administrator to make calls. When administrator allow calling on server, the little red phone
button will appear. your contact list is shown when you click on that and on the right is shown little phone icon if
the contact can recive the call. Just click that contact if you want to make a call.

You can click on info button next to contacts when you want to see detailed information about calls made with
that contact.

< Call Detail

Tod:
ot Peggy

carlisle.peggy#wzemano.oksystem.local

“idy

€\ Robert Taylor
154 838
; Pegay

s
John Marco
) 8:34 (01:00]

A Missed call
6.9.20

Y

Call and say it!

www.babelnet.com




4. Settings

Here you can configure a number of preferences, including Lock screen, Passworp, Auto-Lock, Phone Number,
Server, Message settings, App Sounds etc.

o CAZ N RERDS
< Settings
ES  Server Settings

@ Common

@) Blocked contacts

Q

Security

™

Messages settings

Sounds

Logging

O B %

About

4.1. BABELAPP LOCK

private communication.

If you have not created a Passworp while starting the app for the first time, you will be prompted to enter your new

To turn of f the Passworp on the lock screen you have to enter your original Passworp and leave new password fields
blank and tap on the OK button.

o)



4.1.2. Auto-lock settings

screen and taping on Auto-lock.

If Auto-lock is enabled, when the phone screen is locked, the BabelApp app is PIN-locked and requires entering PIN
to continue using the app.

@' Note: You cannot set auto-lock with the PAssworp. It only works with PIN lock.

4.2. PROFILE

4.2.1. Phone number settings

This phone number will be checked with your telephone number from the company address book after signing in
to the BabelApp server.

4.3. SOUNDS

Notification — mark /unmark the checkbox to enable/disable sound notifications of the incoming messages (set
on by default).

Notification sound - tap on this button and choose a notification sound.
Application sounds — mark /unmark this checkbox to enable / disable application sounds.

Vibrations — mark /unmark to enable / disable vibrations

4.4. ENTERPRISE

4.4.1. Server setup

In this tab you can manage your BabelApp server connections. You can be signed into several BabelApp servers
simultaneously. Read how to connect to your company server in the chapter 2.2 Signing in to your BabelApp server.

basis).

4.4.2. Blocked contacts

Here you can see a list of all contacts you have blocked so far. You can unblock any contact anytime by clicking on
the Unblock button next to the contact’s name. Once you unblock a contact, it will be displayed in your contact
list and you will be able to send messages to and receive messages from that contact.

o)



< Blocked contacts

UNBLOCK

4.4.3. Message settings

ically expire after a configurable period of time, e.g. 1 day. After this period, if the message has still not been
delivered, it will be deleted from the server and will not be delivered.

You can change the default expiration period for messages to a shorter or longer period by choosing a new expira-
tion period from the list.

Attachment uploading /Upload attachments only via WiFi — by turning this switch on you can restrict attachment
uploads only for WiFi connections.

Max. size on mobile data - set an automatic download of attachments when you are on mobile data

Max. size on WiFi — set an automatic download of attachments when you are on the Wi-Fi connection



5. Chaning Android device or SIM

Unfortunately, Android does not support system and app backups, so when changing your Android device you have
to keep in mind that you will lose all your messages from BabelApp.

When you change your device and install BabelApp again for Business Edition use, you will need to repeat actions
from 2.2 Signing in to your BabelApp server.

5.1. PROCEDURE WHEN NEW SIM IS INSTALLED, PORT-
ING OLD NUMBER

There are no extra steps to be done.



6. Uninstalling BabelApp

Uninstalling BabelApp will delete the application and all its data from your mobile device.

To uninstall BabelApp from your device’s settings menu:

« Visit your device's Settings menu -> Apps or Application manager (this may differ depending on your device).
* Touch the app you'd like to uninstall

» Select Uninstall

Using the Google Play Store to uninstall the app:

* Open the Google Play Store app
» Touch the Google Play Store icon -> My Apps

@ Note: All messages and keys are lost when uninstalling BabelApp.



7. Troubleshoot

You can have troubles in Android devices from several manufacturers (e.g. Huawei and Xiaomi) with getting a
message or receiving calls. It is caused by the manufacturers design to prolong battery life.

Here you can find some hints how to Fix that.

this settings can be on different places on every phone (depends on manufacture).

7.1. BATTERY MANAGER

..................................................

You need to add BabelApp to protected applications here.

7.2. NOTIFICATIONS

.......................................................

You need to allow all types of notifications here.

7.3. INTERNET

You need to allow BabelApp to use Data and Wi-Fi

7.4. POWER SAVER APPLICATIONS

There are some third party "Power saver” applications like Greenify. You need to set BabelApp as "Not managed”
by that applications if you have them installed.

)
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